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Agenda

1. Privacy Requirements for Government
Entities

2. Privacy Law Definitions

3. Utah's State Constitution

4. Outline of PPOC Annual Report
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UTAH FUNDAMENTAL
PRIVACY PRINCIPLES
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Individual Participation

Give people control of their
information when possible.

Data Minimization

Collect, use, and disclose the
minimum amount of
information to accomplish the
stated purpose for collecting
the information

Transparency &
Accountability

Communicate the circumstances,
purposes, and parties with access to
personal information collected. Be
responsible in following data privacy
laws and principles.

Security

Apply appropriate administrative,
technical, and physical security
practices to protect the
confidentiality, integrity, availability,
and control of personal information.

Due Diligence

Take reasonable steps and exe

care before and after entering in

an agreement or arrangement with
a third party that includes sharing
personal information
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Privacy
Law

Definitions
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* Inventory of existing
definitions related to privacy

e Federal and state law, and
administrative rule
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Privacy in U.S. State Constitutions




1.

2.

PPOC Annual Report

R].Sk ClaSSIflcatIOIl: a comprehensive evaluation and description of the risk formula we used to

classify government entities by risk. The formula includes a) number of employees, b) number of constituents, and c)
sensitivity of data

Compliance of the following:

a. Privacy Policy Statement: a comprehensive evaluation of which government entities are fully, partially, or not compliant
with 63D-2-103.

b. Certified Records Officers: percent of government entities with a certified records officer as described in 63G-2-108.
c¢. K-12 Public Education: an evaluation of specific requirements required by federal, state law, and board rule listed here.

d. Institutions of Higher Education: an evaluation of the specific requirements listed here.

Tl‘aining and Awal‘eneSS Camp aign: a description of the trainings performed in FY23 including a)

topic, b) intended audience, c) estimated number of participants, d) and related federal or state privacy requirements.

Pr ivaC Health Che CkS: review of the administrative, physical, and technical safeguards of specific
phy g p

government entities. This includes reviews of entities that are at all levels of risk classification. This includes the development of
a Privacy Impact Assessment (PIA) tool.

LegISIatlon: a list of all 2023 bills that were reviewed for privacy consideration, as well as prioritized
recommendations for 2024 legislative changes.
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https://le.utah.gov/xcode/Title63D/Chapter2/63D-2-S103.html?v=C63D-2-S103_1800010118000101
https://le.utah.gov/xcode/Title63G/Chapter2/63G-2-S108.html?v=C63G-2-S108_1800010118000101
https://le.utah.gov/xcode/Title53B/Chapter28/53B-28-P5.html
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