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What does privacy mean 
to you, in a few words?

ⓘ Start presenting to display the poll results on this slide.
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Personal Data:

“Any information related to an   
identifiable individual.”



What is the difference 
between PERSONAL data and 
SENSITIVE personal data?

ⓘ Start presenting to display the poll results on this slide.
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“Any information related to an   
identifiable individual, that is 
likely to cause greater harm if 

abused.”
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Utah Fundamental Privacy Principles

• Individual Participation 
• Lawful, Fair, and Responsible Use 
• Data Minimization 
• Transparency and Accountability 
• Security 
• Due Diligence 
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Golden rules of privacy protection

• “Limit” - only collect what you truly need and only use it for the primary
purpose for which the data was collected.

• “Guard” - protect the data from unauthorized access, online and offline.

• “Delete” - dispose of personal data when you no longer need it, review and
follow retention schedules. Conduct clean desk exercises.

• “No surprises” - no data use should “surprise” the data subject (person)
• “No hostages” - data should be easily portable & erasable.

• “Privacy by Design” - consider privacy when new use of data is designed
• “Privacy by Default“- the default setting/use should be the most restrictive.
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Over-Collection and Over-Retention

• Over-collection happens when we collect or “process” more data than 
actually needed.

• Over-collection thrives in old habits.

• Over-collection presents higher risk and goes against  the “data 
minimization” principle. 

• Over-retention means you keep data longer than needed. 

• Over-retention increases risk as the data accumulates, and/ or becomes 
obsolete.
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To Destroy or Not to Destroy? 
How long to keep records 

Dr. Whitney Phillips
State Privacy Officer 
State of Utah 
January 9, 2024
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Questions

• Can I clean out that room with files 
going back to the dawn of time?

• How long should we keep records?

• How should we dispose of records?

• If we need to keep records, is 
there a place to store them?

Presenter
Presentation Notes
Some questions you may have are-Can I clean out that room with all those files going back to the dawn of time? How long should we be keeping documents?If we need to keep documents, is there a place to store them? How should we dispose of documents? 
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Presenter
Presentation Notes
For us to understand where we are, and where we’d like to go, we must look at where we came from. 
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East High 
1920

Presenter
Presentation Notes
For us to understand where we are, and where we’d like to go, we must look at where we came from. Everyone was rightfully working in their own silo. 
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Kindergarten 
in 2020

Presenter
Presentation Notes
Now that a good portion of records that are created are digital, there are even more questions about how to be an effective steward of these records. 
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https://archives.u
utah.gov/rim/rete
ntion-
schedules.html

Presenter
Presentation Notes
So here we are. You get to decide what type of record you have in your hand, how long you need to hold on to it for, and then you get to do it again with an entirely similar, but just different enough record. Until the whole back room is cleared. So, you stare into the abyss of this landing page. 
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Presenter
Presentation Notes
Pilot training:�NOT required; really, not required; I mean, it may be required at some point in time; but right now, it’s not required. 
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Presenter
Presentation Notes
Pilot training:�NOT required; really, not required; I mean, it may be required at some point in time; but right now, it’s not required. 
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So, what do I 
want you to do?

1. Make sure that you have a certified 
Records Officer. 

2. Learn the joy of destroying records (legally)

3. Test the Record Retention for Law 
Enforcement course
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Contact info

• Heidi Steed, Local Government RIM 
Consultant (801) 531-3860 
hsteed@utah.gov

mailto:hsteed@utah.gov
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AI and Privacy
Nora Kurzova
Asst. State Privacy Officer 
State of Utah 
January 9, 2024
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Lets Talk 
About AI

• What AI are we talking about?

“Narrow / Weak AI” (including generative 
AI), AI that is not “general”, not self-
aware, not surpassing the capability of a 
human mind.

• Why do we care?

If used incorrectly, it can present variety 
of bias, lead to skewed results, become 
intrusive or manipulative, or aid criminals.

Presenter
Presentation Notes
https://www.washingtonpost.com/technology/2023/07/20/clear-tsa-precheck-cost-privacy-airport-security/https://onemileatatime.com/news/tsa-clear-security-concerns/
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Common 
privacy 

concerns 
people raise 
against AI 

• I find it intrusive 

• I find it unexpected

• I find it non transparent 

• I think it manipulates me 

• I cannot control its settings 

• I think it discriminates against me 

• The data can leak/be stolen and abused 

• It harvests my data and sells it onward 

Presenter
Presentation Notes
• I find it intrusive (camera flight seat)• I find it unexpected (elevator)• I find it non transparent (snoring app)• I cannot control its settings  (• I think it discriminates against me (SSSS)• I think it manipulates me (Social Media)• The data can leak/be stolen and abused (Clear)• It harvests my data and sells it onward  (cars, google)
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What can you 
do to aleviate 

these concerns?

• I find it intrusive – Privacy Impact Assessment
• I find it unexpected – Privacy notice
• I find it non transparent – Privacy policy
• It manipulates me – Ethical use of Data Policy
• I cannot control its settings – Privacy by D&D
• It discriminates – PIA with extra Bias Check
• It harvests my data and sells it onward – Ban 

on Monetization (or exchange) of the data.
• The data can leak/be stolen and abused – PIA, 

and a retention policy with enforced deletion.
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Nora Kurzova
Asst. State Privacy Officer 
State of Utah 
January 9, 2024
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Incident Response:

• Data Incident: unauthorized or unintended event that compromises the
confidentiality, integrity, or availability of data. It includes both accidental and
intentional incidents.

– Example: power outage causing systems to be down/data unavailable, lost
computer, sensitive documents left at a printer,

• Data breach: actual unauthorized access, acquisition, or disclosure of sensitive,
confidential or personal, protected or otherwise controlled data.

– Example: computer was unencrypted and stolen by a bad actor who accessed
personal data stored on it, recipient opened the attachment, colleague who
didn’t have a need to know reviewed the document.

• EVERY BREACH IS AN INCIDENT, NOT EVERY INCIDENT IS A BREACH.
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Incident 
Response 

basic rules:

• BASIC RULES FOR BEFORE AN INCIDENT:

– Have a documented incident response plan, 
(that includes incident classification, escalation 
points and path to communicate securely.)

– Know who to contact and bring in when there 
is an incident (IT, Legal, Communications..)

– Teach people to recognize and report incidents, 
but not to “classify” or “resolve” them unless 
they are properly trained to do so.

– Measure progress periodically.

• BASIC RULES FOR DURING AN INCIDENT:

– Act swiftly: Bring in experts to respond to data 
incident and mitigate it promptly.

– Communicate  openly and effectively: Maintain 
clear communication channels with stakeholders

– Document your steps. 
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Incident 
Response 

basic rules:

• BASIC RULES FOR AFTER AN INCIDENT:

– Uphold your legal obligations towards 
affected people and regulators.

– Learn and improve: Conduct thorough 
post-incident analysis to identify 
weaknesses, implement necessary 
changes, and enhance future incident 
response capabilities.

– Train, test, monitor.
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Incident 
Response 

basics:

MOST COMMON INCIDENTS CAUSED BY HUMAN ERROR:

• Accidental data exposure: Sending information to the wrong
recipient via email.

• Misconfigured privacy settings: Incorrectly configuring access
controls, leading to unauthorized data access, poor identity
management.

• Lost or stolen devices: Misplacing or theft of devices
containing sensitive data.

• Improper data disposal: Failure to properly destroy or wipe
physical or electronic data before disposal.

• Weak passwords and credentials: Using weak passwords or
sharing credentials increases the risk of unauthorized access.
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Incident 
Response 

Takeaways

• Have an Incident Response Plan in
place and review it annually.

• Engage experts - cyber, privacy, legal.

• Train, test, monitor - everybody.
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Can you identify some of the things this 
group of “responders” did wrong?

https://www.exterro.com/how-a-small-
data-breach-can-lead-to-big-

compliance-risks

Lets watch and learn

https://www.exterro.com/how-a-small-data-breach-can-lead-to-big-compliance-risks
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2024 Proposed Legislation

Dr. Whitney Phillips
State Privacy Officer 
State of Utah 
January 9, 2024
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2024 Legislative Session

Presenter
Presentation Notes
But wait… there’s more! 
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Potential 
privacy 

legislation

• Government Privacy Act
• AI
The big 3:

– Public Safety
– Education (minors)
– Health (physical and mental)
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